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PAT-TBI TeKcepy MeH OanTay
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-Ty3y GaitnanpicyiapMeH KOChUIFaH Ka0elb

Kypsbuarsr | Tyiiin FastEthernet | Uut | Serial 0/0/0 Loop | Epek | Enable
aThl 0/0 imki :xeni | epde | maTepdeiicini | back | me pexxumi
MAaCKAaChl ic H imkiskemi | 0 KYKbI | HiH
THIII | MACKAaChI HHTE | KThI | JKoHe
p¢en | pykca | vty
CiHiH | TTBIH | apHachl
imki | mmdp | HBIH
JKeJi | JIaybl | KOHCOJIb
MAaCK | MeH AapbIH
acel | QJbIH | bIH
FaH apoJibi
napoJ
b
1- barer | Gateway |10.10.10.1/24 |DTE |209.165.201.3 class | Cisco
TTay 3/30
BIIII
2- barer | ISP KOK DCE | 209.165.201.3 | 172.1 | class | Cisco
TTay 4/30 6.1.1/
BIIII 32
1- KommMm | Switch 1 class | Cisco
yTaro
p




Makcarrapsbl

e OjerTerizien nepoec, ChIPTKBI alllbIK aapectepre ki [P-aapectepre mopt
ajpecTepiHiH e3repiciH kyire kenTipy(PAT).

e KocChUTFaHABIFBIH TEKCEPY.

e PAT-TBIH CTaTUCTUKACBIH TEKCEPY.

Heri3ri aknapar(zaiibingany ymiH MaJiiMeT)

HHTEepHET KbI3METIHIH kKa0bIKTayIIbIChl KoMIaHusIapra xanrbiz 209.165.201.33 IP-
anpecid HTepHeT KbI3METI ka0 IbIKTAYIIBICHI apKBUIBI YHC13 KeiciM OOMBIHIIIaKOMEH
PETIH/E KOJIJIAHbUIATHIH KOMIIAHUSHBIH OaFbITTaYbIIBIHAH VIHTEpHET KeiciHe KOCY YIIiH
6emnai. CTaTUKAIBIK MapIIPyT UHTEPHET KbI3METIHIH jKa0bIKTAYIITBICHI MCH OaFbITTAYBIIIT
apacblHJa KOJIJIaHbUIATBIH KOMEH PETiH/IEe, al MApLIPYT YHCI3 KelliciM OOMBIHIIIA KOMEW MEH
WHTEPHET KbI3METIiHIH Ka0ApIKTAYIIBICH OAFBITTAYBINIBIHBIH apachlHA TTaiTaaHbLIa bl
WNHTepHET KbI3METIHIH Ka0AbIKTAYIIBICHl OaFbITTAYBIIIBIH]/IA UHTEPHET-KbI3MET
a0 IBIKTayIITBICBIHBIH HHTEPHETKE KOCBLTYBIHBIH Kepi OaislaHbIC aipeci KOPCETLIreH.

JIaGopaTopusIIbIK )KYMBICTHI Jkacay OapbIChIHA €13 OlpHEIIe 1IKiaApecTep/IiH 0ip
KOJIJIAHBLJIATBIH alllBIK ajpecke o3repyi yiniH PAT-TeiH Oanrtaynapsid opsiHaaiMbI3. Ci3
TeCTIey 11,0eHeIeHY1H OPBIHIaChI3, OapIIbIK ©3repiCTEPIiH OPbIHAAIFAHABIFBIH TEKCEPYIl
#oHe nporecti 6akpuiay yiriH NAT/PAT craTucTUKachiH TaagaiiMbI3..

Keneci pecypcrapasl KoJgaHy Kepek:

e bip Cisco 2960 koMMyTaTOphl HEMECE aHAJIOT

e Opkaiiceichiiga Ethernet unTepdeiicin xoHe KOMMyTaTOpFa KOCBUTY YIIIIH KyHeml
MHTEepENCIH KOJMAaHATBIH €K1 OaFbITTAYBIILL

e TepmuHnan smysusacel 6araapiaamaceiMer 6ip K, Windows OXK-men exi JIK; exeyi
7€ TYWIH (PYHKITUSCHI YIITiH;

e barpITayblllITap MEH KOMMyTaTopaapel Oanrtay yuin RJ45 xone DB9
TIpKeyimTepiMeH Oip HeMece OipHellle KOHCOJIb/I1 Kabenbaep;

e barpITTayBIIITH |-KOMMYyTaTOpFa )KOHE €Kl TYWIH/I1 e KOMMYTaTOpFa JKaliFay YIIiH
exi Ethernet Ty3y xaGebi;

e 1- GarbITTaybIIITHI 2-0aFBITTAYBIIIKA JKAJIFAY YIIIH O1p >kyieni (Ti30ekTenreH) kabeb;

ECKEPTY. barpiTTaysirap MEH KOMMYTATOPJIAPIbIH 0ACTaNKbl KECKIH YHIIECIMIHIH
(balnaapbl >KOWBUTFAHBIFBIHA KO3 KEeTKI31H13. KoMMyTaTOpiap MeH OarbITTaybIIITaPIbIH
OacTanKbl KeCKiH YHJIECIMIHIH KONBIIFaHIBIFBIHBIH HYCKaybIH CiSCO akaJeMUSICBIHBIH BEO-
caiteiarbl Tools (Kypangap) 6eniMinae 1a00paTOPUSIIBIK 5KYMBICTI OTKI3Y
KETEKIITITIHEH KapaHbI3.

ECKEPTY. SDM o6arbiTraybimrapsbl. Erep SDM OarbITTaybIlIbl YIIIH 0aCTalKbl KECKIH
yinecimi sxoibutFan 6oJica, ona SDM GarbITTaybIIIBIHBIH KYKTEIYl KE31H/E OJ1 YHCI3



KerniciM Ooitpiama OeitHenenOetial. [OS koMaHaaCkIH KOJITaHATHIH OaFBITTAYBIIITHIH HET13T1
KECKIH YiieciMiH Kypy kepek. Ochl 1a00paTOpHUsIIBbIK KYMBICTBIH KaJaMIapbIH OPbIHAAY
Oapsicbinga [0S komanganaps! Kojaanbiaasl. SDM-ai Kongany Kaxket emec. Erep ci3
SDM-ni konmanrbiHbI3 kence Cisco akaaeMUsIChIHBIH BeO-calThiHAarsl Tools (Kypanmgap)
OesiMiHE Ta0OPATOPUSIIBIK )KYMBICTBI OTKI3Y JKETEKIIUIITIHEH KapaHbl3 HEMece erep Oy
KaXeT 00Jica MyFaJliMre >KYTiHIHI3.

1-kagam. Kypan-ka0abIKTap/bIH JKaJIFay.

a. Serial 0/0/0 1-6GarwrrTaysim uaTepdeiicin Serial 0/0/0 2-6aFbITTaybIII
uHTepdeicine Kyien KadenbIiH KOMETIMEeH KOChIHBI3.
b. Fa0/0 1-6arprtraysim uHTepdeiicine Fal/l 1- kommyTtaTop uHTEpdEiciH
TY3Y KaOelb/liH KOMETiMEH KOChIHBI3.
c. KommyTtarop MeHOAFbITTaYBIIITAPBIH KECKIH YIIECIMIHIH OanTayapbl
YII1H KOHCOJIb/I1 KabenbaiH kemerimeH JIK-Hi KOCBIHBI3.
d. Exi ryiinai ae Fa0/2 »xone Fa0/3 koMMyTaTOpBIHBIH HOPTHIHA TY3Y
KaOeNbAep/IIH KOMETIMEH KOCBIHBI3.
2-KajaM. 2-0aFbITTaybIIITHIH HETi3ri KecKiH yiljeciMiHiH 0anTaysbl.
a. TepMHUHAIIBIH AMYJISIITUACH OaFAapiaMachblHbIH KOMETIMEH KECKIH YHIIECIMIHIH
OanTays! yiiH JIK-HIKOHCOJIBA1 KaOeNb/iiH KOMETIMEH 2-0aFbITTaYbIIIKA KOCBIHBI3.
b. Kecre OoiibrHIIa 2-0aFBITTAYBIITHIH KECKIH YiIeCIMiHIH OanTayiapblHaa TYHiH
aTTapblH, HHTEp(ECTepiH, KOHCOIb MapoJibiH, Telnet ceaHChIHBIH MAapOJIbIH XKOHE
epeKIlie KYKBIKTBI PYKcaT peKUMIHIH IaposibiH O0epiHi3. KeckiH yineciMiH caKTaHBbI3.
3-kagam. KeMmeii peTinae KOJIaHBLIATHIH 0aFbITTAYBIIITHIH OanTayaaphbl.
Kecte OoiibiHia 1-0arpITTaybIITHIH HET13T1 KECKIH YHJIECIMIHIH OanTayaapblHaa TYWIH
aTTapbiH, HHTEp(PeCcTepiH, KOHCOIb MapoJibiH, Telnet ceaHChIHBIH MAPOJIbIH KOHE EPEKIIe
KYKBIKTBI PYKCAT peKUMIHIH Maposibid OepiHi3. KeckiH yinecimMiHn cakTaHbI3.
4-kanam.1-KoMMYTaTOPABIH 0anTaysbl.
Kecte OoiibiHIIA |-KOMMYTAaTOPABIH KECKIH YilJIeCIMiHIH OanTaynapblHia TYHIH aTTapbiH,
KOHCOJIb MapoJibiH, Telnet ceaHChIHBIH MAaPOJIbIH XKOHE €PEKIIe KYKBIKThI pYKCAT PEKUMIHIH
MapoJibiH OepiHi3.
S-kagam. Tyilin ywiH yHci3 Kesicim 0oiibiHma aypoic IP-agpectin, imki skesinig
MAaCKAChIHBIH K9HE KOMeHIiH 0anrayapsbl.
OpOIp TyHiHTE Colikec KeJeTiH YHCI3 KeliciMm OolbiHIa [P-ampecTi, 11kl KeniH1H MacKachlH
XKoHe kemel i MeHiikTeH13. Exi Tyiin ne xemniae 10.10.10.0/24 [P-anpectepiH anybl Kepek.
YHci3 kemiciM OoifbiHIIa Gateway OaFbITTayBINIBIHEIH FastEthernet uaTepdeEiciHIg
IP-anpeci kemeit 00TyBI KEPEK.
6-kagam. XKestiHiH eHOeKkKe KaOiJIeTTiIriH TekcepiHis.
baiinanpickaH TyHiHAEpAEH YHCI3 KelliciM OOMBIHIIIA KOMEH PETiH/Ie KOJIaHbIIAThIH
OarpiTTaybThiH FastEthernet untepdeticine axo-cypanbic xi0epiHi3.
1-TyitiHHEH )X10€piaTeH 3X0-CYPaHBIC COTTI OPBIHIAIILI Ma?
2-TYHIHHEH X10€pIITeH 9X0-CYPaHbIC COTTI OPBIHAAIIBI Ma?
Erep xayamn exi cypakka ga Tepic 6oJjica, oHa OaFbITTaybIIITHIH KECKIH YiJIECIM1 MEH
TYHIHJIEPIHIET] KaTEIHP/I1 )KOMBIHBI3 )KOHE 13/1eH13. DX0-CYPaHbIC COTTI OOJIFaHFa JehiH
OalIaHBICY Il TECTINICYACH OTKI31HI3.
YiirapeiMm. Erep ne ci3 ISP GarbitraybimbsiabiH [P-anpecine 3x0-cypaHbic xki0epyre opeKeT
’KacacaHbI3, OChI IX0-CYpaHbIC COTTI O0Jia Ma? O3 xayaObIHBI3AbI TYCIHIIPIHI3.



/-kanaM. YHCI3 KeJiiciM 0OMBbIHINA OAFBITTHI KYPY.

a. Ip route xomanaackHbIH KemeriMeH 0.0.0.0 0.0.0. 0 xemiciHae yHCI3
KeJTiciM OOMBIHIIIA KOMEH peTiHAe KOJIaHbUIAThIH OarbITTayblTaH MHTEpHET
KBI3METIHIH a0 IbIKTayBIITBIHBIH OaFbITTAYBIIITBIHA CTATUKAIBIK OAFBITTHI KYPHIHBI3.
by ke3 kenren 6enrici3 apHanran aapecke HTEpHET KbI3METIHIH ’Ka0bIKTayIIbIChI
apKbUIbI YHCI3 KeJliciM OOMBIHIIIA KOMEHN PeTiHAe KOJIAaHbUIATHIH OaFbITTAYbIIITA
KOMEMI1H OanTaybl «COHFBI YMIT» KOJIBIMEH TP(HOUK IMIAKbIPAIbI.

Gateway (config) #ip route 0.0.0.0 0.0.0.0 209.165.201.34
0. Gateway OaFbpITTayBIIIBIHBIH YHCI3 KesliciM OOMbIHIIA OaFbITTay KECTECIHEH OarbIThIH
TEKCEepiHi3.
barpITTay KecTeciHe CTaTUKAIBIK OaFbIT TYp Ma?

c. bip xympbIc aTkapy1bl OekeTTeH HTEpHET KbI3METI Ka0AbIKTayIIbIChI
OarpITTayBIIBIHBIH KYHenl uaTtepdeiiciniy [P- agpecine 3xo-cypanbIc ki0epin KepiHis.
DX0- CYpaHbIC COTTI OPBIHAAIIIBI
Mma?
Here?

8-kagam. CTaTHKAJIBIK 0aFBITTHI KYPY.

a. Gateway OarpITTaybImbIHA ISP OaFbITTayBINIBIHAH KEKE KENire KaJlFaHFaH
CTaTHUKaJIBIK OAFBITTHI KYPHIHBI3. ip route KOMaHJACHIHBIH KOMETIMEH CTaTUKAJIBIK
OarbITThl KYPBIHBI3.

ISP (config) #ip route 10.10.10.0 255.255.255.0 209.165.201.33

Cratukainblk 0arbpIT OaFbITTay KeCTECiHaAe Typ Ma?
0. BB/l cTaTUKAIIBIK JKOHE TMHAMUKAJIBIK OaFbITTap OarbITTay KECTECIHIE TYPAJIbl.
9-kanam. Kosinanbuiatein ambiK IP-aapectepTin myJiiH aHbIKTAY.
Konnanbuiateix amblk [P-aapectepTiH mysiH aHbIKTay VIIIH ip nat pool KoMaHAAaChIH
KOJIJITAHBIHBI3.

Gateway (config) #ip nat pool public_access 209.165.201.33
209.165.201.33
netmask 255.255.255.252
10-kapam. Imki xxexe |P-agpectepre colikec KejieTiH MYMKIHIIK Ti3iMiH aHBIKTAY.

Imki xexe [P-agpectepre coiikec KeneTiH MYMKIH/IIK Ti31IMiH aHBIKTAy YIIIIH access-1ist
KOMaHTaChbIH KOJIJaHBIHBI3.

Gateway (config) faccess-l1list 1 permit 10.10.10.0 0.0.0.255
11-kanam. lki aapecrepain TiziMiHeH CBIPTKBI aapecTepAin myJabIHAaFbl NAT-TbI
aHBIKTAY.

NAT-ThI anbiKTay YIIIIH ip nat inside source KOMaHAACBIH KOJIJIaHBIHBI3.
Gateway (config) #ip nat inside source list 1 pool public_access
overload

12-kanam. UntepdeiicTepain apuayaapsbl.

barprTTaybimteig akTuBTI HHTEpdeiicTepi NAT-ka OailtlaHbICTBI PETIHAE 1K1 )KOHE CHIPTKBI
uHTepdencTepal aHbIKTayAbl KaKeT ereil. by ymiiH ip nat inside Hemece ip nat
outside xoMaHIalapblH KOJIJAHBIHBI3.

Gateway (config) #interface fastethernet 0/0

Gateway (config-if) #ip nat inside



Gateway (config-if) #interface serial 0/0/0

Gateway (config-if) #ip nat outside

13-kapam. Gateway OarbiTTaybllibIHAH ISP 6arbITTaybIlIBIHA TPaUKTI
reHepanusiay.

1-tyiiinaen 172.16.1.1 apaecine 3Xo-cypaHbIC Ki10epiHi3.

OpOip KyMbIC OEKETIHIE MAKBIPY TEPE3ECiH allbIHbI3 KaHe opOip Tepeseae 172.16.1.1
aZpeciMeH >KONbLIFaH O0aiJIaHbICTBIH CEaHCHIH YKapaCThIPbIHBI3.

14-kanam. NAT/PAT-TbIH eHOeKKe KaOLI1eTTLIIrH Tekcepinis.

a. NAT-TeIH cTaTucTuKachiHbIH OcitHenenyi ymiH EXEC epekie KYKbIKTbI pyKcaT
peXHUMiH makplpyra show ip nat statistics KoMaHJachIH €HTI31HI3.
Gatewayf#show ip nat translations

Pro Inside global Inside local Outside local Outside global

icmp 209.165.201.33:2 10.10.10.10:2 172.16.1.1:2 172.16.1.1:2
icmp 209.165.201.33:3 10.10.10.10:3 172.16.1.1:3 172.16.1.1:3
icmp 209.165.201.33:4 10.10.10.10:4 172.16.1.1:4 172.16.1.1:4
icmp 209.165.201.33:5 10.10.10.10:5 172.16.1.1:5 172.16.1.1:5
icmp 209.165.201.33:6 10.10.10.10:6 172.16.1.1:6 172.16.1.1:6

PAT-TbIH OapiiblK e3repicTep YIIiH xanFbi3 [P-aapec KoyiaHFaHIBIFBIH Kajlall aHbIKTayFa
0osaanr?

PAT-ThIH KaOUTIeTTUIIN JepeKTep i opOip e3repicTepae 0acka e3repicTeri AepeKTepaeH
OKIIayJaHbIPaIbl, ©3repic cyI0achl KaHIai epeKIIeNiriH KopceTe anajbl?

15-kapam. PAT Ganamaunsbl oficin Kogany ymin Gateway 0aFbITTaybIIIBIHBIH KeCKiH
yisieciMiH Ty3eTy.

a. NAT e3repic kecTeciH Ta3apThIHBI3.

Gatewayf#clear ip nat translation *

0. NAT-TbIH myJi KypblIFaH KOMaHIaHbl 5KOUBIHBI3.

Gateway (config) #no ip nat pool public access 209.165.201.33
209.165.201.33 netmask 255.255.255.252

B. Ci3/iH pyKcaT Ti3iMiHI3 O€H MyJAiH O0ailaHbIChl KYPhUIFAaH KOMaHAaHbl dKOWBIHBI3.
Gateway (config) #no ip nat inside source list 1 pool

public access overload

r. Jlepek Ti3imMi MeH CBIPTKBI HHTEP(EHCTI OailIaHbICTBIPATHIH KOMAaH/IaHbI €HT131H13.
Gateway (config) #ip nat inside source list 1 interface serial
0/0/0 overload

1. Loopback untepdeiicine TyiinaepaeH TpaduKTi reHepanusiian KoHe oJaH COH show
ip nat statistics xoHe show ip nat translations KoMaHxanapblH
KOJIJTAaHBIT Oanamalbl 9JIICTIH eHOeKKe KabuIeTTulrd Tekcepini3. Hotmwxkenept NAT-ThIH
MyJIiH KOJITAaHFaH Ke3/1¢ ajIbIHFaH HOTH)KEIIEPMEH COHKeC Keyl KepekK.

16-kanam. KaiiTanayra apHajraH cypakrap.
PAT-TbIH apTHIKIIBUIBIFBI HEJIEH KOPHITHLIA b ?







